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Abstract—We show how concepts from game theory can be not include “cyber attacks”).

used to find and evaluate strategies for defendingn electric
power system against antagonistic attacks. Consequé, the
interaction between the antagonist and the defendesf the system
is envisaged as a game. In a numerical example, wteidy the per-
formance of different defense strategies against mumber of at-
tack scenarios. Particularly, we study whether theg is a domi-
nant defense strategy, and an optimal allocation afesources be-
tween protection of components, and recovery.

Index Terms—Homeland security, blackout, game theory.

|I. INTRODUCTION

During war and armed conflicts (e.g. in Iraq, aodnfer
Yugoslavia), military, or semi-military, attacksaigst power
grids have resulted in major power outages. Toathghors’
knowledge, no major power outage in the Westerridvoas
originated from an antagonistic attack. For examefapirical
data from the Swedish national transmission gra9gt2003),
and the Stockholm distribution grid (1998-2003)spthy a
few recorded minor power outages caused by sabdfge
Further, there are few publicly reported sabotagengts
(near-misses). However, in 1996 police and theidriSecu-
rity Service (MI5) arrested members of a militanbgroup of

ELECTRlC power systems, from the beginning superimposege Irish Republican Army (IRA). The objective ofieir
on the civilization, are today an indispensablet pathe planned attack was a number of transformer statioritical
fabric of a modern society. Consequently, theséesys make for the power distribution in London and south Emgl. The
attractive targets to terrorists with a broad ranfenotives. jnvestigations that followed showed that only a $meount
Major power outages in the last decade clearly statvnatu- of highly effective explosives would have been fgepli (less
ral disasters, human factors, and technical faluaéso need than three kilo per station), and that the resnitid have been
consideration. Here, we will, however, emphasizerttional 3 power outage with duration of several weeks [3].
security (*Homeland security” in the U.S.) aspestritical Since there is an interaction between the attaakelr the
infrastructure protection, a topic that has recgtiextensive defender of a system, studies of antagonistic ketambrace a
interest lately (see e.g. [1]). Thus, we will calesi physical game situation rather than a decision situatiore freasures
antagonistic attacks against electric power grigs (ve will applied to defend a power grid will affect an aotaigt's
course of action, which again will affect the defenetc. In
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In this paper, we introduce a model for studyingtsigies
for defending electric power systems subject téedét types



of antagonistic threats. The interaction betweendggfender of
the system and the antagonists is envisaged amea. §dhere
has been some previous work done on related toparsex-
ample, a similar systems defense game is formulmtgd].

Optimal protection strategies for simple attacknsems and
systems, with components either in series or iralf@y are
derived in [5]. None of these models, however, mers the
time dimension, and the defender cannot reducedtential
damage by reducing the time for recovery. In [6jame is set
up between a router, who seeks to minimize theetrewst for
data packets, or vehicles, by choosing routesniataork, and
an antagonist, who seeks to maximize the travel bpsde-
stroying edges. A similar technique, using an eleqiower
flow model, is used to identify critical componenfsa power
grid in [7], is optimally solved in [8], and genérad in [9].
Finally, in [10], an overarching model for settipgiorities
among threats and countermeasures, based on (istia
risk analysis, decision analysis and elements ofegtioeory, is
presented.

The rest of the paper is organized as follows.tFre in-
troduce a simple electric power systems model.gctins 111
and IV, we model the defense of the power grid, tnedan-
tagonist. Then, in Section V we describe the stmecof the
game, and formulate the optimization problem. Afteat, we
provide a practical example, using an idealizedioar of the
Swedish national transmission grid. Finally, wecdss the
model, in particular its implications for decisiamking, and
provide some conclusions regarding possible apjgics and
extensions.

II. THE ELECTRIC POWERSYSTEMS MODEL
The structure of an electric power system is dbsdrias an
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stored. As shown belowt, can be controlled by the defender.
The total consequencg is measured as the energy loss
(MWh), which is approximated as the power loss intlee
recovery time, i.ey; =X - t.

Ill. DEFENDING THEELECTRIC POWERSYSTEM

A. Measures for Defending Electric Power Systems

The management of power outages consists of a nuofibe
phases, for example prevention, mitigation, resppmecov-
ery, and learning. Measures for prevention ainedticing the
likelihood of an attack or avoiding an attack. g#tion aims
at minimizing the negative consequences of an lattRe-
sponse includes the measures performed duringctiie arisis
phase in order to minimize the negative consequentdhe
attack. Finally, recovery involves all measuresriedr out to

bi bring back the system to a normal state after @clat

Some general defensive tactics for prevention aiiidjan
tion are: barriers and fortification; redundancyg {ttroduce
additional, equivalent, components); diversity (&g to
equipment, functions, and staff); training, quatiyntrol, and
procedures review; preventive maintenance; monigprsur-
veillance, testing and inspection [11]. The respaasa power
outage (emergency control) can to a large exteriidsed on
the same principles as normal electric power syst@era-
tions. Recovery (power systems restoration) incdudeter-
mining the state of the system, preparing the eqeig for
restoration to service, reintegrating and rebugddine system,
and balancing generation and load as they are htdaagk to
a normal level [12], [13].

B. A Mathematical Model of the Defense
We will assume that the defender can only spenouress

undirected and connectegtaph G = (V, E), i.e. a vertex set on increasing component protection (e.g. fortifwa}, and/or
V(G), an edge sdf(G), and a relation that associates with eaaecreasing the recovery time after an attack emgir teams).

edge two vertices. The vertices in the graph remtepower
generation, stations (switching, transformation)eind users.
Edges correspond to power lines. For simplicity, wik con-

sider a lossless electric power grid withelements (vertices

and edges). A formulation of the maximum-flow opsation
problem is given in the Appendix.

Since the methodology presented here is modularelic-
tric power systems model can be replaced with aemealistic
one; compare with [7]-[9]. Also, professional, alueational,
software packages for power systems analysis asigrdean
be employed to calculate the consequences of attack

We do not consider the possibility of adding congus to
the network. Lefy be the total amount of resources avail-
able to the defender, thus

1)

where Cyrevent iS the budget for protecting components, and
Crecovery IS the budget for restoration in order to decrethse
recovery time.

1) Protection: Every elemeni has a protection described
by the parametep;,. This parameter corresponds to the prob-
ability that an attack against elemériails. Consequently, we

Ciotal = Cprevent+ Crecovery:

The network is maintained by a power systems operagssume that the probability that the attack succesdy de-

(defender), and is subject to attacks by antaganist attack
results in disabled elements in the network, wihicturn may

pends on the defense of the attacked elemeatd not on the
attacker (i.e. the attacker has enough resourcéscampe-

lead to loss of power for users. bet> 0 be the power loss tence for performing a successful attack, see@edtf). The
(MW) resulting from disabling element Depending on the probability that an attack against eleménis successful is,

structure of the network, the resulting power loasised by
disabling multiple elements is, in general, not iade, but
always at least as great as for any subset of talesaents.

therefore, equal to (1p;). We assume that a successful attack
disables the element completely, and that all efésnare dis-
abled independently of each other.

That is, if we letxs denote the power loss caused by disabling The protectiorp; of element is a function of the resources

element se6, thenxg = xg for every subseS' U S. Lett; be
the recovery time (h), i.e., the time until elemerg fully re-

C; spent on protecting that element. The defenddrildliges
the resources for protection between teslements in the



network. Thus, the protection is described by thestar
p = (pll p21---1 pN)

P =pi(g), i=1...,N 2)
0<p <1 i=1..N A3)
N
D6 < Corevent (4)

i=1

For the sake of the analysis, we assume that tFenske

functions pi(c;) are continuous increasing functions, and th P

the marginal utility of spending resources on petita is di-
minishing. That is, the marginal cost of the deéepsis an
increasing function.
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vere damage to a power grid in an attempt to désaybortant
functions of a society. However, the goal with &lack might
not always be to maximize the negative consequeitgead,
the objective of the attack can be to make a syimlo@mon-
stration, or to cause a large enough consequemaader to
achieve a psychological effect such as a spreafitasf and
anxiety. Also, a threat does not always need trebbzed, and
sometimes it can be enough just to make a thrattow any
real intention of realizing it. The attack canhetthan being a
g al in itself, be seen as a mean to reach a higer (politi-
cal, religious, economical etc.). What this higheal is, and
how the attack is supposed to help in achievinggbal is,
nevertheless, not always obvious.

2) Recovery: The repair time of elememtdepends on the B. The Attack Model

resources spent on recovery, as well as the typleeadisabled
element, and the attack method. We assume thatettemder
has a basic recovery capacity for maintenance andepair-
ing minor failures. We therefore let the constgfit® corre-
spond to the time it takes to repair an elementrwine extra
resources is spent on the recovery. Thus, if thiender
chooses to spend extra resources on recovery,ettwvary
timet; decreases, i.e.

t.

| =tP (c (5)

recovery) )

We will only consider qualified antagonists. That deter-
mined, well-informed, and competent antagonist$ waitcess
to enough resources to perform a successful atigakist an
electric power system. It is possible to constarttadvanced
mathematical model of the antagonist. In theorynight be
achievable to model the antagonist's behavior astility
function that also captures the ethical restridjoresources,
knowledge, etc. In practice, however, we lack mofhhe
necessary information about the antagonists.

In this paper we will, thus, use a more realisppr@ach in

wheref,(0J is a continuous decreasing function. The marginilich antagonistic attacks against a system areuepby a

cost of decreasing the recovery time is assumdaktan in-
creasing function. If several elements are disabthd de-
fender can use different repair schemes dependmmghe
available resources for, e.g., parallel repairsgesehpossibili-
ties will not be modeled explicitly here, but wellvassume
that elements are repaired one at a time in therdtt mini-
mizes the total negative consequence. Differen¢rsels may
produce somewhat different results, but will nofeetf the
analysis method itself, since the total consequemtebe a
convex decreasing function 0€covery iNdependently of
whether elements are repaired simultaneously oabadime.

The total allocation of defense resources can Heusle-
scribed by the vectar= (Cy,..., Cn, Crecovery-

IV. THE ANTAGONIST

A. The Nature of the Antagonist

Antagonistic attacks form a broad category of ttedhat
spans from insiders and saboteurs, to crime sytadicand
transnational terrorist organizations. Even warfeae be in-
cluded in this category. Attacks are different fraemdom
failures in the sense that the antagonist choo$ed parts of
the network that are attacked, and also the timiefattack.
Antagonists can be classified according to a nuroberiteria
(not necessary mutually exclusive), e.g. goals motlvation,
tactics and modes of operation, resources, grag knowl-
edge and competence, origin, ideology, ethical ttaims etc.
The antagonist’'s degree of rationality and deteatiom are
other important factors (compare with [6]).

The purpose of an antagonistic attack can be tsecaa-

broad set of attack scenarios that describes thekastrategy,
tactics, and modes of operation.

1) Attack Strategy: The attacker's problem consists of
choosing one of the available attack targets, biglwvive mean
every combination of elements considered possiblattack.
Each choice of target constitutes a (pure) strate#gthe at-
tacker. LefT be the set of targets aMithe number of targets.
If we consider only attacks on single elementsn fhés the set
of all elements ant¥ = N. If we consider simultaneous attacks
on exactlyn > 1 elements, them is the set of all unique com-
binations ofn elements iy, is,..., i}, and

)

We do not have to restrict the attacker to use qise
strategies. That is, the antagonist is allowedatalomize be-
tween which targets to attack. Lgtcorrespond to the prob-
ability that targef is attacked, given that an attack is made.
The vectorq of dimensionM then describes the mixed strat-

egy, i.e.

N!

- n(N-n)! ©

q; = P(target] isattacked attack) (7)
0<q; <1 j=1..M (8)

M
qu =1 9)

=1

The outcome of an attack against targeepends on the
protection of the elements within the target and be de-
scribed as a stochastic variable For an attack on a single



element,

{P(Yi =y)=1-p (10)

P =0)=p

wherey; is the consequences of disabling eleme(Bection

II). For an attack om > 1 elements, one must account for the

possibility that only a subset of the target istag®d. Since
the consequences of destroying several elementgeneral,
are not additive, every subset of elements mustdnsidered
individually. LetT; be the set of elements in targelet S de-

note a subset of; and letys be the consequences of disabliné;

the elements i®. Then

P(Y; = ys) = EJ @- pi)g p-

Based on the discussion above (Section A), we auili-
sider the following three different classes of eitta

(11)

amples will be given in Section VI (Table 2).

V. THE INTERACTION BETWEEN DEFENDER ANDANTAGONIST

For the Worst-Case and Probability-Based Attaclssss,
the interaction between the defender and the anistgecan be
described as a two-player zero-sum (strictly coitipe}
game, where, simultaneously, the defender choasedlaca-
tion of defense resources, and the antagonist eBomgarget
to attack. Thus, we assume that the defender’sfpa/the
negative value of the attacker’'s payoff. We wikalassume
hat “all cards are open”, i.e., both the defended the an-
agonist have complete information about the sysem the
resources and preferences of the other. The situatihere the
defender and/or the antagonist have no, or limitgdrmation
about the other’s preferences is briefly discusseter Section
4 below.

We now formulate the problems corresponding to ezch
the three attack classes.

. Worst-Case Attack: The antagonist chooses the tar- 1y \worgt-Case Attack: The situation where the attacker tries
get that maximizes the expected negative CON$g-maximize and the defender tries to minimize tibtal ex-

quenceg; = E(Y;) of the attack.

pected damage can be translated into the followptimiza-

ii. Probability-Based Attack: The antagonist tries 10 tjg problem, with the restrictions given by (1)}-@nd (7)—

maximize the probability that the outconveof an
attack is over a certain magnitudg,y,, i.e.
P(Yj>Ymin)-

iii.

probability.

The attack models of [7]-[9] differ from the presene in
that they are completely deterministic. That is, aftack
against an element will disable it for certain, dhd attacker
does not randomize over which target to attack7]rand [8]
the objective of the attackers is to maximize thgative con-
sequences. In [9] various objectives can be and)yreluding
maximizing the consequences or minimizing the resEsl
required to achieve consequences above a centah le

In the Swedish dataset [2] mentioned above, thexealy
a few minor disturbances caused by sabotage. lihaltases
in point, the antagonists have targeted instaltatithat are
easy to access or do not require any specific keahyd about
the electric power system. Thus, from an electowgr sys-
tems view, these attacks could be seen as a mdesran-
dom selection of attack target.

Random Attack: The antagonist chooses the attack
target randomly. Each target is attacked with equal

(9):

(12)

M
max min (0 [q;
qx{ i ;#,( )m,]
For an attack on a single elemeéni; = (1 —p)) - y;. Fol-
lowing (11), we can calculate the result for attacken > 1.

For example, witm = 2 and an attack on targetonsisting of
elements, andi,,

Hi=Q=-p)A-R,) Y, Y A= PP Y, T R ALY,
(13)

In this type of game there exists a Nash equilibriwhere
neither the attacker nor the defender can incrésse payoff
by choosing another strategy. This follows fromt thaandc
are compact, convex subsets of a Euclidian spaue,ttze
payoff functions of the defender and the antagahéstcribed
by (12) are quasi-concave and continuous [14].
2) Probability-Based Attack: The situation where the at-

tacker tries to maximize, and the defender minirilze prob-

2) Tactics and Modes of Operation: In order to capture the ability that the consequences are above a ceftegsholdymin

antagonist’s course of action in more detail, wi also make
it possible to specify tactics and modes of operati

An attack scenario is constructed by specifying dttack
strategy class, and a few additional parameters.aiim is to
make the attack scenario more realistic by addifeyvacondi-
tions and restrictions. For example, an attackresjan over-
head power line requires less resources, and cemtthan
an attack against a station or a generator. AlEs,makes it
possible to assign a different recovery time toekament de-
pending on the attack method etc. In our modedckttactics
and modes of operation are captured by three paeasnéype
of attack method, type of attack target, and at&p& ). Ex-

can be formulated similarly to the Worst-Case Attamblem:

M
ma{minz P(Yj > Viin) qu]
q ¢ 3

Let Sdenote a subset of elements within the targetnTdte
the indicator variablés be 1 if the consequences of destroying
the element se$ are larger thag,,, and 0 otherwise, i.e.,

— {1 if Ys > Ymin
S 0 if yS < ymin

(14)

(15)
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By substituting everys in the Worst-Case Attack witts, 2) The Network Model: The vertices represent major gen-
we obtain the desired problem formulation. The déé can erators (source vertices), and regional power gsas< verti-
control Is by varying the proportion of resources spent on rees) that deliver the electricity to the customé&muges corre-
covery. For this problem, we can, however, not gosee the spond to overhead power lines (Section Il and AdpgnThe
existence of a Nash equilibrium, since the payuoffction is location of the generation, and the energy mix (igahydro-
not continuous iMecovery COMpare with (15). power and nuclear power), is realistic. The demaasl been

3) Random Attack: When the antagonist chooses the attadpread out over most of the country, where the denud a
target randomly, there is no interaction between defense normal regional power grid is set to one power (Fiigure 1).
and attack strategies. For the defender, the ®ituahus The total load on the system, i.e. the sum of sdlrs’ de-
changes from a game to a decision problem. We a&sshat mand, describes the operational situation. wée the maxi-
the defender wishes to minimize the total expeatedse- mal possible supply capacity, that is, when evespegator

quences of the attack. The attack strategy is fteegl = 1M,
j=1,...,M, and the problem becomes

1w
mgnﬁ]z:;,uj (c). (16

produces at maximum, there is full import of powand the
power lines are used at recommended maximal cypatie
differentiate between three different operatiorilagions: i)
“Normal conditions” (0.7%), ii) “Cold winter” (0.95u), and
i) “Extreme winter” (u).

In the model, a regional power grid is connectethtona-

This problem can be seen as a special case of #hstW tional transmission grid via one infeed point, whiepresents

Case Attack problem, and has a well-defined satutio

the entire regional grid (a sink vertex). In regliisers are of

4) Limited Information: It is often the case that neither theourse also supplied from regional and local poptants, and

attacker, nor the defender, has full informatiorowtbeach
other’s choice of strategies or the consequencediffgfrent

attacks. Also, an antagonist might act irratiormal,in other
ways not correspond to the payoff maximizing ragioplayer
that is assumed in game theory. Some of thesetisitgacan
be described as games with incomplete informatibere a
so-called Bayesian Nash equilibrium can be apgdieq. In-

stead of trying to model these situations, the etquk conse-

guences of the Worst-Case Attack and the RandoraclAtt
(ceteris paribus) can be used as a span between which the ex-

pected consequences of an unknown attack stratdbyjiew
Accordingly, by studying how these two boundaries af-
fected by different defense measures, we can mat@igh
evaluation of defense strategies.

VI. APPLICATION TO THESWEDISH TRANSMISSIONGRID

A. General Premises

1) Rationale of the Example: In this section, we will illus-
trate how strategies for defending a network caevauated.
We will use the Swedish national high voltage traission
system (400 kV and 220 kV voltage levels) as atpralcex-
ample. The purpose of the example is, howevertmetalu-
ate this particular power system. Svenska Kraffttéd state
utility that manages and operates the nationatréegrid) has
provided us with basic information about the netwaand
allowed us to disclose some results. We will na asthentic
data on capacities and lengths of the power ligeagration,
or power transmission to regional distribution gritiowever,
the numerical assumptions in the example are ualitidy
Svenska Kraftnat, and can thus be seen as someedmsin-
able expert assessments.

General information regarding the Swedish nati@tadtric
grid, including the approximate location of majangrators,
power lines, and stations, in northern Europelsis published
on Svenska Kraftnat's website [15].

measures can be taken to reduce the power dem#ral giid
becomes unstable. These two factors can to soreeteam-
pensate for a small supply shortage from the natizansmis-
sion grid, and increase the ability of a regionatl go stay
connected during a disturbance.

M I e
v v"‘ m
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Fig. 1. Supply, demand, and edge capacity in theark. The circles corre-

spond to the consumers’ demand, the squares arsuiply of generators,

and the lines are the edge capacities. The sitleeomarkers corresponds to
the capacity of generators and consumers’ demamel tHickness of a line is

related to the edge capacity.

Thus, we allow the supplg to a sink vertex (regional
power grid) to be lower than the demdpd If 5 is lower than
a - Dj, where < a < 1, the regional grid will be disconnected
in an attempt to avoid further disturbances. Here,will as-
sume that: = 0.95.



B. Assumptions About the Defense and the Antagonist TABLE 2
. . ATTACK SCENARIO PARAMETERS AND POSSIBLEVALUES
1) Defense Cost Functions. We lack an empirical protec-
tion function, and will use the following functiaas an exam- Operational  Attack Attack Attack Attack
ple: Situation Strategy Method Target Size
Normal Random Low damage Power Line 1
G Cold winter Probability- Moderate Station 2
p(c)= D (17) Based damage
ki *+G Extreme Worst-Case  High damage  Generator
) _ winter
By changing the protection cost parametér we can to Combination
some degree account for the different costs ofegtitg dif-
ferent types of elements. Here, we kftto 2 for regional TABLE 3

power grids (sink vertices), 3 for generators arirdpower SEIT‘ECTEDATTACK SCENéRlos(FOR ALL SCENARIOS THE“ATTACK METHE)D IS
) L. er . M ODERATEDAMAGE”, AND THE ATTACK TARGET IS“COMBINATION")
lines. This is related to the difficulty of protew overhead

power lines against attacks. This function is chosminly — Attack Operational Attack Attack
because it is one of the simplest functions satigfthe condi- _Scenario Situation Strategy Size @)
tions in Section Ill. There are of course numerotrer rea- A% Normal Random L
. . A2 Normal Worst-Case 1
sonable fyﬁnctlons, such as the exponential forms Normal Probability-Based 1
p(c)=1-e"%, where A is a parameter. Given that the A4 Extreme Random 1
function is suitably fitted to data, we believetttige results are  A> Extreme Worst-Case 1
fairly i itive to this choice A6 Extreme Probability-Based 1
airly insensitiv i ice. _ . A7 Normal Random 9
We model the recovery timewith the following function, as Normal Worst-Case 2
subject to the characteristics described in Sedtion A9 Normal Probability-Based 2
A10 Extreme Random 2
base kit All Extreme Worst-Case 2
ti (Cecovery =8 Er——— (18) A12 Extreme Probability-Based 2

ki + Crecovery

The parametek! is set to 30 for generators, 20 for users;. Smulation Results

and 10 for power lines. Further, the basic recoving t**° 1) Technical Notes: Calculating the maximum flow of the
depends on the type of element, and the antagerttics network is a linear programming problem. We wantriaxi-
and modes of operation. The numbers in Table bht@ned mize the flow between the source vertices anditilevertices
by means of expert assessments. (Appendix). This problem can be solved with thewmk
simplex method. After we have calculated the negatbnse-
guences of all considered attack combinations Ntagh equi-
librium can be found using a min-max solver. Fangdicity,

TABLE 1
BAsIC RECOVERY TIME (h) FORTHREE DIFFERENTATTACK METHODS

Element Low Moderate High we have used the Optimization Toolbox in MATLAB 615].

' Damage Damage Damage 2) Optimal Defense Strategies: It is possible to calculate
Power line ! 10 24 optimal defense strategies for all attack scena(its,...,
Station 2 20 96 . . .

Generator 3 30 192 Al12). That is, a strategy with an outcome thategithe attack

scenario, is at least as good as that of any cifnategy. A

2) Attack Scenarios and Defense Strategies: We will not  €ommon dgsign _criterion for transmission gridshis $o-called
consider multiple attacks separated in time, wiieh be a ~N-1 Criterion”, i.e. the whole system must be capaiflop-
way of wearing down the defense. A vertex in oudeigi.e. a €rating normally even if one major failure occyfBo calcu-
bus) consists of several technical components Sioamers, ate the optimal defense against scenarios invglviniltiple
busbars, protective and control equipment, etc.ynse- attack targets is also very time consuming forrg_elmetwork).
quently, to practically disable a vertex would mbikely in- Consequently, we have only calculated the optireégmuse for
volve targeting several different local facilitied/e will as- SCenarios involving attacks of sine= 1. The optimal defense
sume that the antagonist is capable of coordinatingost an strategy against attack scenario Al is denotedti¥l pptimal
attack of sizen = 2. strategy against A2 is denoted D2, and so on.

In Table 2, all possible attack scenarios are sutzeh Table 4 shows the expected consequepcesattack sce-
The head of each column contains a parameter natie irows narios (Al,..., A12) for the different defense stgies (D1,...,
below the conditions that the parameters can assaree D6), given the budgeti = 100. The lowest value for each
shown. A scenario is described by selecting onmete from attack scenario is marked in bold. A dominant sggptis a
each column. Every possible combination of elemdaes not defense strategy with lower expected negative cpresece
have to be realistic. In order to illustrate diffiet aspects of against every attack scenario than every othendefstrategy.

the model, we will select 12 of the scenarios (€8l In Table 4 we can see that no such strategy existieh is to
be expected.



TABLE 4
EXPECTEDCONSEQUENCEYPOWER UNITS) FOR DIFFERENTCOMBINATIONS
OF ATTACK SCENARIO AND DEFENSESTRATEGY

Attack Defense Strategy

Scenario D1 D2 D3 D4 D5 D6
Al 2.0 25 5.0 25 3.0 3.2
A2 33 15 166 73 61 65
A3 0.0 0.0 0.0 0.0 0.0 0.0
A4 36 50 65 32 37 40
A5 314 432 641 220 121 189
A6 192 208 170 172 121 64
A7 4.8 6.1 11.3 5.6 7.0 7.4
A8 190 260 340 135 127 136
A9 190 260 166 135 84 66
Al10 81 112 144 71 83 91
All 703 966 1187 435 423 559
Al2 122 65 46 189 189 189

In Fig. 2, we show the expected negative conseaqugas
a function of the total amount of resources spanprotection

increases. That is, more and more elements willl ylee same
expected negative consequence if attacked. Thereitowill
be increasingly interesting to spend resources emovery
(Fig. 3). In the Random Attack on the other hang, €01;A1)
and (D4;A4), every component is a possible tafgetause of
the large number of components that need protedtiavill be
more cost-effective to spend resources on recoWhen the
budget increases, the marginal gain from the exdsaurces
spend on recovery will be lower and lower. As aulteghe
fraction of resources spent on recovery decreasem the
total amount of resourceg,, increases.

VII. CHOOSINGDEFENSESTRATEGY

It is well known that results in game theory depsighifi-
cantly on how the problem is framed, i.e. the dtmec of the
game. As shown in the example above, a defenseniaptl
against, e.g., the Worst-Case Attack strategymnatlinecessar-
ily provide an optimal defense against other attscénarios.

Coar The defense strategies D4 and D5 are evaluaw@idstg Here, we will discuss this dilemma further, andod®w the

the two attack scenarios A4 and A5. The marginalekese in
expected negative consequence is a decreasingofuraftthe

defender can choose between different strategies.
In Fig. 4, the optimal defense strategy againstast/Case

resources spent on the protectigyy,. The difference between Attack is shown. Since the antagonist will striketlae ele-

defending against a Worst-Case Attack and a Rantlitack
can be illustrated as the span between e.g. (D4;ABY
(D4;A4). (Compare with the discussion about limitefbrma-
tion in Section V.)

1500 .4

—o— (D4,A5)
-5 (D4,A4)
—&— (D5,A5)
—o— (D5,A4)

1000

ments that yield the largest expected consequenci® de-

fender can lowex by placing the protection on these elements.

The more resources the defender spends on thepiatsc-

tion, the more elements will be protected, andbhthese ele-
ments will cause the same expected negative coesegs.

The optimal defense against this attack strategyhiss, to

protect the elements in the order of their crittgalstarting

with the element that causes the largest negatimearjuences
if disabled.

800 [
3
700
500 600
500
= 400
0
300
Ctotal
Fig. 2. Expected negative consequengess a function of the total defense 200
budgetcioral for different combinations of attack scenario atedense strat-
egy. 100

3) Balancing Prevention and Recovery: There exists an
optimal allocation between measures for protecsiod recov-
ery for the scenarios above. This proportion depemnl the

I
0 0.2 0.4 0.6 0.8 1

Crecovery/Ctotal

Fig. 3. Balance between protection and recoveneui(b5;A5). The dotted

total amount of resourcesy, and the attack scenario. Duringines show the expected negative consequenceshfee tdifferent total

an extreme situation there are more elements wraikee
will cause large negative consequences compareketmor-
mal situation. In this situation it is therefore m@ffective to
spend a larger fraction of the resources on regotrem dur-
ing the normal situation.

For the Worst-Case scenarios, e.g. (D2;A2) and ABR;
more elements become likely targets when the defbodget

amount of resourcesqar as a function of the fractiotiecoveryCrota. The solid

line shows the optimal distribution between prdtectand recovery for dif-
ferent budget€iota, i.€. the minimum of the dotted lines. Extra cédtions

have been made to find the optimal distribution dg between the hori-
zontal lines.
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== fli) Gotal = 2
- /U'\V Qota\ = lo
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121
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10
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Fig. 4. The expected consequengesf disabled elements in a fictitious net-
work for different defense budgetsw. The horizontal axis contains the

different elements, sorted in order of possible consequeyice

The optimal defense strategy against a Worst-Cdatld
will, however, not give the optimal defense agams$trobabil-
ity-Based Attack (Fig. 5). Under the assumptiort thare ex-
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to give a ranking of the different defense stragegh problem
with this approach, however, is that the relatikelihood of

each attack scenario is highly uncertain. Acconginge can-

not calculate the total expected consequence ofdéiense
strategies (D1,..., D6) above. We will discuss thddéerent

ways of comparing the different defense strateggesnst each
other.

In the first comparison, we study the order of tledense
strategies. A simple method is to use the sum @frémkings
as an indicator of the total ranking, and assigequmal weight
to every attack scenario in the summation. Butotid also be
possible to put different weights to the differattack scenar-
ios, e.g. based on estimations of their likelih@odhe size of
the expected negative consequence.

By using ordered statistics we overlook the reatiliffer-
ence between the different defense strategiesmihtertain
attack scenario. In the second comparison, we ledéciby
how many percent the expected consequences ofdedehse
strategy differ from the mean expected consequeincéisat
attack scenario. By doing this we can measuredtmive ef-
fectiveness of the defense strategies. If we thkestm of the

ists elements for whicl > ymin and that the defender cannotelative difference, we can create a simple measdiréhe
afford to protect all those elements equally wiblke antagonist “best” defense strategy. As a third comparison ar &so use

will choose to attack that with the lowest proteatiof those
elements. Since the Worst-Case defense strategye attio-

tates that elements are to be protected accordirigeir de-
gree of criticality, it is likely that the antagahiin this situa-
tion will choose to attack the “first” unprotectetbment. Con-
sequently, distributing the protection over a largember of
elements will give a better protection against abRbility-

Based Attack than concentrating the protection hmn most
critical elements.

10 T T T - 1
=
A
i sp 10.5 5
a
o | . . . 0
0 20 40 60 80 100

i
Fig. 5. Expected consequenge®f disabled elements in a fictitious networ

The horizontal axis contains the different eleménserted in order of possi-

ble consequencg. Defending the network against Worst-Case Attaths,
antagonist using a Probability-Based Attack stwatedl attack the first un-
protected elemenyi(> Ymin)-

As shown in Table 4, there is in general no dontirche:

the sum of the expected negative consequemdes the dif-
ferent defense strategies over the 12 attack sosnar

The three comparisons indicate that defense stestexgp-
timized for the extreme operational situation isreneffective
than the defense strategies for the normal sitnafibis sug-
gests that the defender should optimize the defefsethe
worst situation rather than for the normal. Theeds€ strategy
D5, equivalent to minimizing the worst-case of g attack
during an extreme operational situation, has tinesd sum in
the first test, the lowest sum of relative differerin the sec-
ond test, and the lowest sum @ffor the attack scenarios
(A1,..., A12) in the third test.

VIIIL.

In this paper, we have shown how concepts and reodel
from game theory can be used when evaluating gtestdor
defending an electric power system against antagonat-
tacks. The most important point of this paper, hmveis not
the particular game model itself, but rather they wa@ think
about and formulate these issues. The game modeldider-
ately been kept simple in order to not obscuregreeral idea,
and to guarantee the existence of optimal solutions

In order to be able to use the model in practieadigion-
making, two main issues must be addressed. Firatlyore

D IScussION

« realistic electric power model must be employedic&ithe

framework is modular, and there are suitable modetzribed
in the literature, we argue that this should belyfasimple
(compare with Section Il). Secondly, with a betterder-
standing of the antagonistic threat it would peshbe possible
to assign probabilities to different attack scemsriThese

fense strategy. An important question, thus, is lmehoose a Probabilities could be based on the amount of ressuand
defense strategy. We can use a number of stalistiethods information that each attack strategy would requitewever,
studying antagonistic attacks, we will, to somerdegalways



face a genuine uncertainty. To make use of an ewere
elaborate model will not compensate for the lackptit data.
That is, we will have to rely on expert judgmenmntsl &ensitiv-
ity analysis when developing more detailed attapénarios
and estimating their corresponding parameters. défense
cost functions will have to be validated and caltbd. This is
possible is theory since it is the power systemsratpr that
makes the decisions about the allocation of theercef re-
sources. It should also be noted that a more ddtailodeling
of the electric power system, including the defetsst func-
tions, and the attack scenarios will most likely diassified,
and thus cannot be reported in open sources.

The rationale for using a game theory model asribestin
this paper is threefold. Given the adjustmentsudised above,
the modeling framework can be useful in coarseuresoallo-
cation planning. The analysis can, thus, be a fitep in a
screening process for finding areas where mordleétanaly-
sis is required. Further, the model can be usestiuidy generic
mechanisms in order to enhance the overall undetistg of
attacks against electric power systems. It is Webwn that
theoretical results in game theory depend signifigson how
the game situation is modeled (the set of playdes,set of
strategies for each player, the order in which glens are
made, etc.). However, to use concepts and genevdkls
from game theory can be a powerful way of framimg prob-
lem. Finally, it is important to point out that anportant con-
tribution of all kinds of risk analysis is the aatwork process
itself. That is, the mathematical attack modelingates a tan-
gible result that can facilitate the thought pregdsing to-
gether different stakeholders in the strategic mlag process,
and raise the awareness of these issues in theipagan.

IX. FUTUREWORK

Given what has been said above, there are a nurhipess-
sibilities for future technical refinements of thedel. For ex-
ample, the objectives of the defender and the ltateed not
be the complete opposite of each other. Also, gseiraption
that the attacker has complete knowledge of thetredepower
system and the defender’s resources may be weak@&hed
uncertainty regarding the outcome of an attacka:del repre-
sented using stochastic variables. A way for thetesys op-
erator to reduce the consequences of an attaak iisctease
the redundancy of the network, i.e., to add new pmmments.
This option could be included in the model, giveattcosts
are assigned to all such possible reinforcementgh&r, mix-
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threats are constrained by the same budget. Thereé&dl
sources of possible power disruptions should igieladl ana-
lyzed within a common framework. Then an overakstbap-
proach to reducing the risk of major power outagesid be
found.
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APPENDIX

The standard maximum-flow optimization problem mist
adjusted for the fact that elements may be disadhel] subse-
quently, repaired. The problem is thus time-depahd@/e
consider a lossless electric power grid withvertices, power
input ¢ and outpui™ at vertexi, and power flong;; (MW)
from vertexi toj, at timet. Let &, denote the matrig;), and

=(d,....d%). We also introduce the parameteig
Wh|ch is1 (or 0) if vertex is functioning (or disabled) at time
t, and di;, which is 1 (or 0) if edgei,(j) is functioning (or
disabled) at time.

The time-dependent maximum-flow problem can be for-
mulated as:

" Al
raxd =
Subject to:
— g™ :z%’ i=1..m (A.2)
j#i
m .
Do -g =0 (A.3)
i=1
it = ~Pjit» i,j=1..m (A.4)
0< g <4,D;, i=1..,m (A.5)
osg" <4,S, i=1..,m (A.6)
|ﬂjt|< a-I]t LIJ’ i,j=1..,m (A.7)

Equations (A.2) correspond to Kirchoff's first rulA.3)
stand for the conservation of energy, and (A.4)his skew

ing the game theoretical approach with a bit ohcieacan be a symmetry. Inequalities (A.5) are demand constraif&s) are

way of reducing the degree of rationality of amciter.

Finally, it is important to emphasize that beside antago-
nistic threats, electric power networks are subjedechnical
component failures and weather related disruptibtesy to
minimize the consequences in these cases is opartaphe
present problem. For example, increasing the reahumngd of
the network would likely decrease the consequentéschni-
cal failures and extreme weather also. Similarécrdasing the
recovery time would likely be beneficial in all ess It is also
likely that the resources available for defenseregall these

supply constraints, and (A.7) are the capacity wamgs in the
edgesD;, S, andL;; are nonnegative constants. Note m%i’f
corresponds tg in Section VI.
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